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Abstract— This work presents results of three distinct
radiation tests performed upon a fault tolerant data acqui-
sition system comprising a design diversity redundancy
technique. The first and second experiments are Total Ion-
izing Dose (TID) essays, comprising gamma and X-ray
irradiations. The last experiment considers single event
effects, in which two heavy ion irradiation campaigns
are carried out. The case study system comprises three
analog-to-digital converters and two software-based vot-
ers, besides additional software and hardware resources
used for controlling, monitoring and memory manage-
ment. The applied Diversity Triple Modular Redundancy
(DTMR) technique, comprises different levels of diversity
(temporal and architectural). The circuit was designed in
a programmable System-on-Chip (PSoC), fabricated in a
130nm CMOS technology process. Results show that the
technique may increase the lifetime of the system under
TID if comparing with a non-redundant implementation.
Considering the heavy ions experiments the system was
proved effective to tolerate 100% of the observed errors
originated in the converters, while errors in the process-
ing unit present a higher criticality. Critical errors occur-
ring in one of the voters were also observed. A second
heavy ion campaign was then carried out to investigate
the voters reliability, comparing the the dynamic cross sec-
tion of three different software-based voter schemes im-
plemented in the considered PSoC.

Index Terms— Design Diversity Redundancy; Mixed-
Signal; Radiation; Single Events; Soft Errors; Fault Toler-
ance; Analog-to-Digital Converters; Programmable device;
PSoC.

I. INTRODUCTION

Ionizing radiation effects in integrated circuits (ICs)
significantly affects the reliability of electronic systems
exposed to such environmental condition. Although
soft errors caused by Single Event Effects (SEEs) in
modern electronics configure a significant reliability
problem [1], [2], and may even be destructive in some
cases [3], Total Ionizing Dose (TID) effects are determi-
nant to the system lifetime, when operating in radia-
tion environments [4].
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Electronic systems applied to control, instrumenta-
tion and communication tasks comprise mixed-signal
interfaces that include Analog-to-Digital Converters
(ADCs). These circuits are crucial in satellites, space-
crafts and data acquisition systems of nuclear facilities
and particle accelerators, for instance. Therefore, as im-
portant as the correct functioning of computing units
and digital system parts, is the reliability of analog-to-
digital (AD) and digital-to-analog (DA) system inter-
faces. Examples of works in which reliability to radia-
tion effects and mitigation techniques were evaluated
in such blocks can be found in [5, 6,7, 8,9, 10, 11].

In a previous work of our research group a fault-
tolerant data acquisition system (DAS) was proposed
to cope with radiation effects and other environmen-
tal degradation sources [7, 12, 13, 14]. The sys-
tem was designed and programmed in a Commercial
Programmable System-on-Chip (PSoC) from Cypress
Semiconductor (now Infineon Technologies) [15] fabri-
cated in a 130 nm CMOS process. The adopted fault
tolerance strategy is based on diversity redundancy,
with hardware and time redundancy, in a way that the
DAS is composed of three ADCs operating in paral-
lel and two voters. In previous works, we firstly per-
formed an intensive fault injection campaign, by us-
ing a fault injection system based on a pseudo-random
number generator implemented in an auxiliary board,
to select the memory and bit positions, to insert the
faults, and software interruption to perform the bit-flip
injection routine [16].

In fact, a PSoC device was already tested under fault
injection in a related work [17]. However, the experi-
ment was directed to a device from the first generation
of the PSoC family (comprising a simple 8-bit proces-
sor). The target application in that work was purely
digital (matrix multiplication), to which no mitigation
technique was applied.

In the current work, the studied device pertains
to the third generation of PSoC family from Cypress
Semiconductor (comprising a 32 bit ARM processor).
Additionally, the application is a fault tolerant mixed-
signal system based on design diversity, comprising
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three ADCs, besides digital hardware and software
resources for controlling the converters and the di-
rect memory access, as well as to perform the vot-
ing. Therefore, this design implements a Mixed-Signal
Design Diversity Triple Modular Redundancy (MS-
DTMR) technique.

In this work we compile results of several radiation
experiments we performed upon the above mentioned
system prototyped in the PSoC device [12, 13, 18]. Re-
sults include TID (Cobalt-60 and X-ray) experiments,
as well as two heavy ion campaigns. This way, this
work presents significant results showing the effec-
tiveness of the radiation tolerance technique proposed,
with the design under test operating under radiation,
as well the susceptibility of the tested component to
different radiation sources. Discussions upon relevant
references concerning radiation test in data converters
and mixed-signal devices are also presented along this
manuscript.

II. DEVICE AND DESIGN UNDER TEST

The architecture tested in all the experimentes herin
presented is a fault tolerant data acquisition system
(DAS), proposed by our research group in [7]. The
system was fully implemented in a commercial Pro-
grammable SoC (PSoC 5 from Cypress Semiconductor
- now Infineon) manufactured in a 130 nm CMOS tech-
nology. Such device has a 32-bit ARM Cortex-M3 pro-
cessor, several memory resources, digital peripherals,
such as communication interfaces and programmable
logic devices.

The device also comprises analog peripherals, such
as ADCs, DACs, comparators, operational amplifiers,
and configurable analog blocks. The general architec-
ture of the PSoC is presented in Fig. 1.

k3
DIGITAL SYSTEM

SYSTEM WIDE
RESOURCES

Fig. 1 PSoC block diagram.

The available Analog-to-Digital converters of PSoC
5 are a Sigma-Delta (XA) AD converter and two Suc-
cessive Approximation Register (SAR) converters. In
this implementation both SAR converters were pro-
grammed to operate with different sampling rates and
8-bit wide output. A temporal voter and a synchro-
nizer bock are used to synchronize the system [7]. The

block diagram of the redundant DAS, prototyped into
the PSoC device, is depicted in Fig. 2. Besides both SAR
converters studied in this work the system also com-
prises a LA converter, two voters, sample-and-hold
blocks, direct memory access (DMA) blocks, a synchro-
nizer and a status register block, which allows monitor-
ing the converters during the experiments. The status
register is composed by 5 circular buffers that continu-
ously monitor the output of the 3 converters and both
voters. In TID tests, its content is sent to the external
computer (by an UART interface) periodically, and, in
SEE tests, whenever an error is detected by the voters,
as detailed in the experiments description, in next sec-
tions.
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Fig. 2 Block diagram of the DAS programmed into the PSoC device.

The system also comprises two voters: one main
voter, which performs the voting between the con-
verted words of the three ADCs and a special voter
(called here SAR ADC voter), which performs the vot-
ing between the samples generated by the SAR ADC
that runs at 740 ksps. Since the sampling frequency of
this ADC is ten times higher than the frequency of the
other converters, there is an equivalent oversampling.
In this way, a “temporal” voter performs the major-
ity voting upon 9 of the 10 generated samples of this
converter, adding additional temporal redundancy at
the same time that the coarse synchronization is per-
formed.

The fine synchronization is performed by using
hardware and software resources. Synchronization is
a key issue of the diversity schemes [19], because dif-
ferent copies may present distinct latencies and delays
in performing the same task. Therefore, a synchronizer
block is needed to guarantee the correct voting. Fig. 2
shows the overall system block diagram of the Device
Under Test (DUT).

Majority voting presents a challenge when applied
to mixed-signal or approximate TMR systems due to
the intrinsic difference of output results of each mod-
ule. In the digital domain, the implementation of a ma-
jority voting can be done by using bit-by-bit voting or
word voting, each with proper advantages and draw-
backs [19, 20].

The main voter of the tested architecture is based
on the concept of word voting [19]. This voter con-
sists of three comparators, which perform mutual sub-
tractions between the signals, generating three error
signals. Based on the magnitude of the error signals
(considering a tolerance window) a decision element
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with multiplexing capability selects the voted signal to
be the current system output. The part of the code
which implements the main voter is show in Fig. 3.
The adopted tolerance window in this case is 4 (deci-
mal), which represents an error of approximately 1.5%
of the converter full scale for an 8-bit resolution. One
can refer to Fig. 19, in section V.C. to see an schematic
representation of the voters.

The SAR ADC temporal voter was implemented us-
ing the bit-by-bit voting technique, which is easier to
implement in the case of many inputs [19]. The part
of the software implementing this voter is depicted in
Fig. 4. The voter considers 9 of the 10 samples gener-
ated in a voting cycle (one is discarded from voting in
order to avoid a tie) and counts the number of ones in
each bit position of each word. If there is 5 or more
ones in a given position the respective bit of the final
voted word is filled with one, otherwise with zero.

void main_voter()

i

errorl abs (SAR_ADC voter_data - moduleZDatal[l]);

error?2 = abs (module2Data[l] - module3Datal[l]);
error3 = abs (module3Datal[l] - SAR ADC voter data);

if (errorl <= 1)

system output = SAR ADC voter data;
else if (error2 <= 1)

system output = moduleZDatal[l];
else if (error3 <= £4)

system output = module3Datal[l];
else

system output = SAR ADC voter data;

if ((errorl > 4) || (error2 >
main_woter_error_det = 1;

) Il (error3 > 4))

Fig. 3 Main voter code.

void SAR _ADC voter data
=11
bits =
SAR_ADC voter data =
for (i = 0; i < &; i++) bit_counter[i] =
for (i = 0; 1 < 9; i++)
E { for (j = 173 < 10; j++)
= {
// mask is an aray of bytes previosly defined:
// mask[8] = {128, ¢4, 32, 16, 8, 4, 2, 1}

if (bits == 1)
bit_counter[i] = bit_counter[i] +

bits = (modulelDatal[j] & mask[i]) !'=

H }

H }

for (i =0; 1 < 2; i+4)

= { if (bit_counter[i] )

SAR_ADC voter data = SAR ADC voter data + mask[i];

v

r }
Fig. 4 SAR ADC voter code.

The diversity paradigm employed in this system
may increase the design complexity and area overhead,
compared with traditional redundancy schemes, im-
pacting also in the limits of the operating frequency,
due to timing and synchronization issues. By consider-
ing triplicated devices, area overhead may be similar to
the traditional TMR (> 200%). However, considering
the application of the technique to MS programmable
devices, the resources that would not be used in the
original design can be employed to add an extra degree
of reliability with virtually zero area overhead, though,
with the expense of the increase in power consumption
and system complexity. A detailed analysis of advan-
tages and drawbacks of design diversity applied to MS

3

systems and details about thiss specific case study may
be found in [7].

III. EXPERIMENT 1: COBALT-60 GAMMA
IRRADIATION

A.  Test Setup

The system was exposed to ionizing radiation using
a Cobalt-60 gamma radiation source from Atomic En-
ergy of Canadian Limited (model Eldorado 78) with
a dose rate of 0.28 rad(Si)/s (1 krad(Si)/h), following
the European Space Agency (ESA) Basic Specification
22900s [21]. Fig. 5 shows the experimental setup ap-
plied in the experiment. A 120 Hz signal was applied to
the converters input, alternating between a sinusoidal
and a ramp signal, both oscillating between the full-
scale limits of the converters (0 to 2V).

To allow monitoring the system during the experi-
ment, the output of the converters are stored in internal
buffers. The buffers content is sent to an external com-
puter every 3 minutes by means of an UART /RS232 in-
terface. The collected data is then used to calculate im-
portant parameters, such as Total Harmonic Distortion
(THD), Effective Number of Bits (ENOB) and Integral
Non-Linearity (INL).
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Analog Signal P 0.0 o Rx
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Fig. 5 Experimental setup for gamma irradiation.

B. Test results and considerations

Concerning the behavior of the converters under
study, results showed no significant degradation to the
SAR ADC operating at 740 ksps (from here on referred
to as SAR@740). For this converter, the THD at the end
of experiment (accumulated dose of 242 krad(Si)) was
approximately the same of the pre-rad situation (near
1%).

On the other hand, the THD of SAR@74 (SAR con-
verter operatin at 74 ksps) reached near 10% after ir-
radiation. This linearity degradation can be observed
by visual inspection in Fig. 6(a), which shows the con-
verted signals for three values of accumulated dose,
considering the ramp input stimulus. Conversely, neg-
ligible degradations is observed on SAR@740 block for
the same dose values (Fig. 6(b)).

The Total Harmonic Distortion (THD) is a good met-
ric to evaluate the correct functionality of data convert-
ers, since it measures the high order distortion imposed
on a single tone signal [22]. This dynamic parameter is
also correlated to static ones as DNL (Differential Non-
Linearity) and INL (Integral Non-Linearity) [23]. The



4 GONZALEZ et al.: Testing a Fault Tolerant Mixed-Signal Design Under TID and Heavy Ions

Module 2 (SAR 74ksps)
T

300, —o~Dose Olkrad(Si)]
+-Dose 120[krad(Si)]
-~ Dose 242[krad(Si)]

250

200+

150

Amplitude

100!
o
50, "’“j‘“

o 20 40 “60 80 100 "0
Samples

(@)

Module 1 (SAR 740 ksps)
T

T

Amplitude

0 20 40 80 100 120

60
Samples

(b)

Fig. 6: Output of SAR@74 (a) and SAR@740 (b) for different accumu-
lated doses during gamma irradiation.

THD may be calculated both in in decibels (dB) or in
percent (%) as follows as:

Vo2 + V52 + .+ V2
Vi

THDyy, = ( ) x 100% (1)

where, V; is the Root Mean Square (RMS) value of the
fundamental harmonic of the signal and V; to Vy are
the RMS value of second to the N* harmonic of inter-
est. The IEEE Standard for Terminology and Test Meth-
ods for Analog-to-Digital Converters [22] recommends
to use 10 harmonics to characterize THD on ADCs. For
this carachterization the test signal must be a single
tone sinusoidal signal with the highest possible spec-
tral purity.

In this experiment, the sinusoidal test signals started
presenting degradation for doses higher than 100
krad(Si). As can be seen in Fig. 7, the module with
higher degradation is the SAR converter operating at
74 ksps. The non-monotonic behavior of the THD in
respect to the dose is probably related to the rebound
(or super recovery) effect [24], which was already ob-
served and explained in details in previous irradia-
tion experiments with programmable analog devices
[25, 26].
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Fig. 7 THD of converter signals at each DTMR module.
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Fig. 8 SAR ADC (74 ksps) degradation.

Fig. 8 shows the degradation observed at the out-
put of module 2 (SAR@74) for the sinusoidal sig-
nal, which explains the increase on the THD. This
segment-dependent variation on the signal slew rate
is explained because the converter is based on a Pro-
grammable Capacitor Array (PCA), since it is a charge
redistribution SAR. This behavior is associated with
the malfunction and failure of the transistors that com-
pose the switches of the PCA, as explained in more de-
tail in [18].

Besides degradation on linearity, it can be observed
from Fig. 6 that the radiation caused the SAR@74 to
present gain and offset errors. This behavior is due
to the appearance of entire ranges of missing codes
and changing in the code occurrence probability, as de-
tailed in [13]. Fig. 9 compares the INL (calculated using
measured data) of the converter, before and after irra-
diation.
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Fig. 9: Comparison of measured pre- and post- irradiation (gamma)

INL for SAR@74 ADC.

Similar to the SAR@740, no significant linearity
degradation was observed for the XA converter as can
be seen in Fig. 10, that show the converted signals be-
fore and after the irradiation (0 and 242 krad(Si)). Con-
sidering this converter, the different radiation perfor-
mance may be attributed to the distinct working prin-
ciple (comparing to SAR ADCs). The influence of sam-
pling frequency on the performance of both SAR ADCs
is detailed in [18], in which the observed effect was re-
produced by electrical simulations and the main failure
mechanism was elucidated.

C. Effectiveness of Voting Scheme

One of the main concerns in fault tolerant redundant
system is the voter reliability. In the considered sys-
tem, the voting is performed by software (implement-
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Fig. 11: Module 2 (74 ksps SAR) and system output at 242 krad(Si)
accumulated dose.

ing also domain level diversity [7]), though running in
the system processor. The voter was able to select the
signal of a correct DTMR domain during the whole ir-
radiation. In Fig. 11 it is observed that the voter is able
to select a healthy signal, despite the linearity failure of
module 2 at the highest accumulated dose.

The radiation impacts in dynamic parameters of the
converters, such as the Signal to Noise and Distortion
Ratio (SNDR) and Effective Number of Bits (ENOB)
were also evaluated with the sinewave test signals. The
SNDR (also known as SINAD) is the ratio between the
RMS value of the signal (fundamental frequency) and
the root-sum-square of the harmonic components plus
noise (excluding DC) [23]. With harmonic distortion
taken into account, the effective number of bits may be
calculated as:

SNDR —1.76
6.02 @

Fig. 12 shows the evolution of the SNDR and ENOB
for some selected values of dose during the irradia-
tion for the most degraded converter (SAR@74ksps)
and the voter output (which follows the SAR@740ksps
up to 100 krad(Si) and then switch to the Sigma-Delta
ADC). The initial measured ENOB of the converters is
between 5 and 5.5 since a not negligible third harmonic
component and some noise are already present even
before the irradiation. It is possible to see in the figure
that both SNDR and ENOB of the system, after voting,
are kept near the values of the pre-rad ones (despite
a slightly decrease), even at the higher values of dose
achieved in this experiment. Additionally, no missing
codes were observed at the voted system output dur-
ing the irradiation.

ENOB =

IV. EXPERIMENT 2: X-RAY IRRADIATION
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~
F-}
)
M
-4 ‘&\
g 25 [ —— ENOB Main Voter NS 4
¥ 20 || —@— SNDR Main voter \\“\ 35
15 ~=-@---SNDR SAR 74 ksps Sa 3
- 4k - ENOB SAR 74 ksps
0 50 100 150 200 250

Dose krad(Si)
Fig. 12: SNDR (left axis) and ENOB (right axis) evolution during ir-
radiation for ADC module 2 and overall voted output.

second radiation experiment was performed using an
XRD-6100 (Shimadzu) X-ray diffraction setup.

X-ray sources are very versatile for studying radia-
tion effects in electronic devices since it is possible to
modify the X-ray tube current, bias and the source-
device distance, in order to choose an adequate dose
rate. The radiation dose was determined using an ion-
ization chamber considering the exposure measure and
transformed into an absorbed dose in silicon [27]. The
effective energy was measured using aluminum foils of
different thickness and calculating the half-attenuation
Al layer [28, 29].

A.  Test Setup

A voltage of 20 kV was applied on a cooper X-
ray source, generating a 10-keV effective energy X-ray
beam. A current of 10 mA was applied on the X-
ray tube terminals with a distance of 7 cm from the
DUT. In this condition, the radiation dose rate was 30.3
rad(Si)/s (109 krad(Si)/h). For this experiment (differ-
ent from the gamma irradiation) the DUT board was
prepared by removing the top package of the PSoC 5
IC. The applied test signals were the same used in the
Cobalt test, with the same setup depicted in Fig. 5. The
monitoring signals, in this experiment, were sent every
2 minutes to the external computer.

B. Results

In this X-ray test, the experiment was ended when
the PSoC system failed completely, with an accumu-
lated dose of 30.6 krad(Si). Details on the adopted
X-ray dosimetry methodology can be found in refer-
ence [30].

An important factor to be considered in the per-
formed TID experiments (gamma and X-ray) is the dif-
ferent dose rates applied. High dose rates may lead
to saturation of short half-life charge traps, because,
at high dose rates, the charge trapping rate is much
higher than the trap decay rate. At low dose rates, the
escaping of charges from these traps is faster than the
velocity of charge trapping. Therefore, in low dose rate
irradiations, it can be expected the buildup of trapped
charges being dominated by long-life traps. Thus, dif-
ferent charge buildup, and the consequent electrical
degradation, may be observed for different dose rates.
This process is also known as self-annealing. It is worth
mentioning that lower dose rates are suitable to better
reproduce the radiation of the space environment.

ENOB (Bits)
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Table I.: Accumulated dose and experiment time until the failure of
the tested converters and PSoC system.

Module Time in | Accumulated dose
minutes (krad/Si)

SAR 74 ksps 10.0 18.1

SAR 740 ksps 12.0 21.8

Sigma - Delta 14.3 25.8

PSoC device 17.0 30.6

The fabrication process variability may also con-
tribute, in some degree, to the failure behavior in both
experiments, since the devices used in each experiment
are not from the same fabrication batch. However,
given to the high observed difference on the failure
doses, and considering our previous experience in sim-
ilar experiments, it is possible to affirm that variability
is not the dominant effect in this case.

It is worth noticing that a second gamma experiment
was performed with the studied device, in which a
13% variation in the failure dose was observed, com-
pared with the first experiment (with the same trend
observed for individual converters failure). Addition-
ally, we have also observed, in past experiments of our
group, and in literature data, variations in dose of fail-
ure that may be greater than this, tough within the
same order of magnitude. The observed variation (be-
tween gamma and X-ray experiment) was near one or-
der of magnitude (10x), indicating that another effect
may be dominating this difference on results.

Uncertainties in X-ray dosimetry could also be a
source of discrepancy. However, as already mentioned,
a careful calibration setup was carried out, eliminating
the possibility of this issue to be one of the main con-
tributors. Future works are being considered in order
to investigate the observed dose rate effects in this spe-
cific DUT.

With this in mind, one can conclude that the differ-
ence in dose rates is the main cause of the distinct val-
ues of total dose reached before failure in both experi-
ments. Nevertheless, the trend related to the sampling
frequency is the same.

Table I shows the time of experiment and correspon-
dent accumulated doses in which the converters and
the whole system have failed. The failure of the con-
verters, in this experiment, was considered when the
signals harmonic distortion presented values higher
than 20%. The whole system failure was characterized
when all the communication and status signals where
lost. It can be observed in Table I that the SAR con-
verter operating with lower sampling frequency failed
with a lower accumulated dose than the faster SAR,
confirming the dependency on the sampling frequency
observed in the previous gamma irradiation. The XA
converter showed to be more robust to TID.

Figure 13 shows the waveform of the sawtooth sig-
nal at the converters output, for different accumulated
doses, evidencing the sequence of converters failure
shown in Table I. The degradation starts to become
visible for the slower SAR at an accumulated dose of

14.5 krad(Si) (Fig 13(a)) whose failure was registered at
18.1 krad(Si) (Fig 13(b)), while the faster SAR failed at
21.8 krad(Si) (Fig 13(c)). The XA converter was able to
tolerate a 25.9 krad(Si) dose.
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Fig. 13: Output of the tested converters, with the ramp signal as in-
put, for different doses, during X-ray irradiation.

Due to the very high dose rate employed in this ex-
periment and given the interval time in which the logs
with the signal status were sent to the computer (2 min-
utes), failures were observed already in an advanced
degradation state. For this reason, in this experiment
it was not possible to verify the intermediate linearity
degradation as in the gamma irradiation experiment.
On the other hand, it was possible to witness the fail-
ure of all ADC modules and the complete system fail-
ure, differently from the previous experiment.

V. EXPERIMENT 3: HEAVY ION IRRADIATIONS
A. Test setup

Two heavy ion irradition campains were performed
on the fault tolerant DAS at the Laboratério Aberto de
Fisica Nuclear at the Universidade de Siao Paulo (LAFN-
USP), Brazil [31], with ion beams produced and ac-
celerated by the Sdo Paulo 8UD Pelletron Accelerator,
generating a '°0 ion beam with 22 ym penetration into
the silicon. The heavy-ion beam was accelerated up
to 36 MeV and reduced its intensity to hundred parti-
cles/s/cm? (as recommended by the European Space
Agency (ESA) for SEU tests [32]) using magnetic de-
focusing techniques and two thin gold foils (near 1
mg/cm?) in the SAFIIRA system [33]. This new system
was built to study heavy-ion beam effects in electronic
components. SAFIIRA is a Portuguese acronyms for
Ion-beam Application and Irradiation System.
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Fig. 14 Experimental setup block diagram for heavy ion tests.

The DUT (with top package removed) was irradi-
ated at 0° angle, producing an effective LET at the
active region of 5.5 MeV /mg/cm?. The average flux
of each experiment was 350 and 430 particles/s/cm?,
during 246 and 288 min resulting in fluences of 5.08 x
10° particles/cm? and 7.32 x 10° particles/cm?, respec-
tively.

The overall experiment setup is described in Fig. 14.
The auxiliary equipment acts as a watchdog, monitor-
ing the DUT activity and resetting it if a hang is iden-
tified. The Control and remote computer are used for
controlling and data storage.

B. Results of Heavy Ion Experiments

Two well known system level effects of single events
in computing systems are Single Event Functional In-
terrupt (SEFI) and Silent Data Corruption (SDC). When
considering mixed-signal systems in which the analog
function may be assisted by digital circuits and con-
figured by means of control registers, a deviation on a
given register value may affect the “analog” behavior
of the system. For this reason, a new system level er-
ror classification is needed. We then propose to use the
term “Single Event Functional Deviation” (SEFD), to
classify the conditions in which a “semipermanent” or
lingering error [34, 35, 36] is caused by a single event,
in such a way that the system is still operating similarly
to the nominal case, but with a deviated output.

While examples of SDCs in the converters are given
in Fig. 15 and SEFI examples are shown in Fig. 16,
SEFD examples may be observed in Fig. 17. The SDCs
may be related to an error in a data register of the con-
verter or in the memory position in which the current
sample is stored (before the voting is completed), while
SEFI and SEFD in the converters may be associated to
control registers and auxiliary control circuits used to
assist the analog part of the converters.

All errors shown in the figures were recorded dur-
ing the heavy ion irradiation. The reason for the error
to appear always in the sample number 51 in the fig-
ures is due to the adopted continuous buffering strat-
egy, which is able to store 50 samples before and 50
after the error occurrence.

The data acquisition system under study is proto-
typed in a microprocessor-based programmable SoC
with the voting and processing performed by software.
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Fig. 15: Examples of SDCs in the SAR @740 ksps module: small (a)
and high (b) magnitude errors.
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Fig. 16: Examples of SEFIs in the SAR @74 ksps module: stuck at
current sample (a) and decay to zero (b).

This way, the fault-free condition of the overall system
depends also on the processor correct functioning. Be-
sides the above described errors in the converters, sys-
tem level SEFIs, from here on called hangs, were also
observed.

Considering both heavy ion experiments, 353 errors
were observed. From these errors, 211 are system
hangs and 98 are SDC, SEFI or SEFD at the converters.
Most of the hangs were detected by the external watch-
dog and the system was automatically reset. There
were 44 errors that were detected and treated manu-
ally. For this reason we classified these errors as critical
hangs. We can explain this behavior because, in this
experiment, the alive signal sent by the DUT is gener-
ated by a clock generator from the hardware peripher-
als of the PSoC device that may still be functional even
if the program is not running normally. If we consider
an interaction of the main program with the watchdog
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ral voter (as depicted in Fig. 18), even when no er-
ror occurred at the 9 voted samples originated by the
SAR@740 module. On the other hand, no error was ob-
served in the main voter, which means that 100% of the
observed SDC/SEFI/SEFD occurring in the converters
were tolerated by the proposed system, as one can see
in Figs. 15 to 17.

1 [ [ [ I I "[~=ADC Voter
—o SAR 740 ksps|

250

2001

Amplitude
3 o
8 3

T T

0 10 20 30 40 50 60 70 80 90 100
Samples

Fig. 18 SEFD in the temporal voter.

Table IL.: Dynamic cross section of the whole system and individual
converters.

System Cross Section (cm?)

Total (4984+0.26) x 1 x 107>
SDC/SEFI/SEFD (ADCs) (1.38 £ 0.13) x 1 x 107>
System hangs (processor) ~ (2.97 40.20) x 1 x 107>

20 100
Samples

(©

Fig. 17: Examples of SEFDs in the SAR @74 ksps (a) and Sigma-Delta
((b) and (c)) modules.

timer, it is expected that these critical hangs can be also
treated accordingly. Some of these critical errors were
identified in the communication interface (experiment
monitoring), with no data sent trough the UART, de-
spite the system was normally ruining.

With the experiment time, ion flux, and the recorded
errors, we are able to calculate the dynamic cross sec-
tion of the system, as well as the individual cross sec-
tion of each converter lane. Table II summarizes the
calculated cross-section for each case, which can be also
individually calculated for the different error nature
(hangs and SDC/SEFI/SEFD). To calculate the cross
sections, the uncertainties were calculated considering
a Poisson distribution for the error occurrence.

Table III summarizes the number and percent of er-
rors according to the affected system part, along with
the uncertainties (where (353 + 19) means an uncer-
tainty of 19 in a total of 353 errors, for instance). The
unknown errors are errors that triggered the data send-
ing from the DUT to the computer, but were not iden-
tified in the post-experiment analysis (no observed sig-
nal deviation). These errors may be related to mal-
function of the serial communication interface and bit
inversions in the error flag of the voters. Actually
some other communication errors were identified, with
garbage data sent through the serial channel. These er-
rors were not computed to generate the cross section
data presented in this paper.

Errors were also observed in the SAR ADC tempo-

Converters Cross Section (cm?)

SAR @740 ksps (3.954+0.74) x 1 x 10~°
SAR @74 ksps (1.8340.50) x 1 x 10~°
A (3.3840.69) x 1 x 107°

Table III. Summary of error occurrence results at the DAS.

Total Events (353+19) 100%
Hangs (211£15)  60%
Critical Errors (44+7) 12%
SDC/SEFI/SEFD (converters) (98 +£10) 28%
SAR @740 ksps (28%5) %
SAR @74 ksps (13+4) 4%

YA Converter (24 £5) 7%
Temporal Voter (22 £5) 6%
Main voter 0 0%
Unknown errors (11£3) 3%

C. Voter Reliability Analysis

The second heavy ion irradiation campaign was ide-
alized in order to allow an investigation on the voters
reliability, since the first experiment showed that the
both tested voter present very distinct relaibility levels.

In this second experiment a new temporal voter ar-
chitecture to the SAR@740 was implemented. This
way,in both experiments, 3 distinct software-based
voter architectures were tested. Figure 19 shows the
schematic representation of the tested voters. Fig. 19(a)
depicts the main spatial voter, based in mutual subtrac-
tion and comparison, whose software code was already
presented in Fig. 3. The first version of the SAR ADC
Temporal voter (software code depicted in Fig. 4) is il-
lustrated in Fig. 19(b). This bit-by-bit voter consists on
a counter and a decision element for each bit position,
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Fig. 19: Architecture of the studied voters: (a) main word voter; (b) bit-by-bit temporal voter (first version) and (c) second version of temporal

voter with a cascade of word voters identical to (a).

Table IV. Experiment details and results for each tested voter.

Bit-by-Bit | Cascade of Main
voter word voters voter

Errors (18 +4) (4+2) Zero
Voting time 95y sec. 11.75u sec. 3.75u sec.
Cross Section
10502y (53+1.2) | (1.09 +0.54) S
Fluence | 508 x 10° | 7.32x 10° | 12.40 x 10°
(part./cm®)
Irrad. 246 min 288 min 534 min
time

as well as a single word assembler. For each bit posi-
tion the number of ones among all words is counted,
and this information is taken to the decision element,
that votes upon each bit position. The word assembler
generates the output word, based on the voting results.

The second version of the SAR temporal voter was
built with a cascade of word voters (V1 to V4), identical
to the main voter, as depicted in Fig. 19(c).

In this specific analysis the errors originated in the
voters are computed and compared, considering the
different voter architectures. While the main word
voter showed no error in both experiments (even ex-
periencing the higher total fluence), 4 errors were
recorded at the temporal voter built with 4 word vot-
ers (Fig. 19(c)), while 18 errors were observed in the
bit-by-bit version (Fig. 19(b)), as shown in Table IV.
The uncertainties were calculated considering a Pois-
son distribution of the observed errors. This table also
shows the calculated dynamic cross section for each
voter (number of errors divided by fluence), the fluence
(integral of flux over time), the experiment time, and
the time each voter takes to perform the voting task.

Finaly, it is important to mention that no errors were
observed in multiple modules of the DTMR or both
voters at the same time. Therefore, as no error occurred
at the main system voter, 100% of the observed errors,
including those occurring in the temporal voter, were
tolerated by the proposed system.

VI.

In this work results of three distinct radiation tests
performed upon a fault tolerant data acquisition sys-
tem comprising a design diversity redundancy tech-
nique were presented. The system is composed of

CONCLUSIONS

three analog-to-digital converters, with different archi-
tectures and sampling rates, along with a synchroniz-
ing and voting scheme, implementing hardware and
temporal diversity redundancy. The MS-DTMR case
study design was prototyped in a commercial pro-
grammable system on-chip (PSoC). Results of two TID
tests (Cobalt-60 gamma and X-Ray) were discussed
and compared.

In the Cobalt-60 Irradiation, considering the final ac-
cumulated dose to which the system was exposed (242
krad(Si)) only one of the three diversity modules pre-
sented a significant degradation, which points to the
advantage of using diversity in redundant schemes.
This increased tolerance of the other two modules
would be responsible for increase the system lifetime,
if considering a real scenario of a mission, in which this
design would be exposed to ionizing radiation, reach-
ing the doses tested in this experiment. Though diver-
sity may increase the design complexity and area over-
head, if compared to traditional redundancy schemes,
implementing it using programmable mixed-signal de-
vices may be a feasible alternative.

Even concluding in this TID experiment that oper-
ating the SAR converter with a higher sampling fre-
quency, or using the Sigma-Delta ADC, would be the
best choice to implement the DAS (if considering using
a single converter or traditional redundancy), this con-
clusion was achieved after an expensive radiation test.
Going further, the designers and system integrators
usually do not have the information regarding the reli-
ability level of all implementation possibilities against
all reliability threats (to make an optimal decision, se-
lecting the most reliable architectures and schemes).
Thus, diversity redundancy may be a good choice to
enhance reliability of redundant schemes whenever it
is allowed.

Considering the voters, the implemented schemes
were able to select the copies with less degradation
to provide the system overall output, contributing to
have a functional system even for the higher dose val-
ues tested in this experiment.

Another experiment, with a high dose rate X-ray
source, also showed that the linearity degradation
starts to occur for a lower dose value in the slower SAR
converter. In addition, the lifetime under X-ray radi-
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ation of the slower converter was lower, if compared
with the converter operating at higher sampling rate,
confirming the trend observed in the first TID experi-
ment.

Two havy ion irradiation campaings were also per-
formed. Considering the converters operating at the
same sampling frequency, the A showed a cross sec-
tion higher than the charge redistribution SAR, given
to its increased complexity. When comparing the same
architecture (SAR), the dynamic cross section of the
copy which operates at higher sampling frequency is
also higher, as expected, but still lower than the cross
section observed for the XA converter, with lower sam-
pling rate.

The application of DTMR technique to the analog-to-
digital interface of the PSoC device showed effective to
tolerate 100% of the errors originated in the convert-
ers. However, the temporal voter at the output of the
faster SAR converter showed to be very sensitive to sin-
gle events, specially if compared with the main voter.
Despite this fact, in all occurrences the main voter was
able to correct the error originated by the SAR voter.

To investigate the voters reliability, a second heavy
ions irradiation campaign was performed considering
a new architecture for the temporal voter. These results
showed that different software-based voting schemes
present distinct reliability, with voting time and algo-
rithm complexity being responsible for this behavior.
The voting time depends on the number of inputs and
algorithm complexity and impacts the voter reliability.
The higher is this time, the higher is the probability of
this task being affected by an ion impact for a given
fluence. The software-based word voter tested in the
heavy ion campaigns showed to be more reliable than
the bit-by-bit voter counterpart, with a significant dif-
ference in the obtained cross-sections.

Finally, the overall system is also prone to hangs due
to errors in the processor. These errors may be miti-
gated with existing watchdog methods, besides other
techniques usually employed to cope with soft errors
in control path elements of processors, when applica-
ble.
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