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ABSTRACT

The present work aims to construct a table thdécts a large set of kinds of failures that can
occur in an automotive embedded system and theectgp coverage mechanisms of
detection and correction of such failures. Thidaahight be used to implement high level
description models of next generation automotivaictes which are intended to be safer and
more comfortable. The whole developed work is basetie context of the ISO 26262, the
functional safety standard for road vehicles. Tqpsut and prove the need of an
improvement in the functional safety and securityaotomotive vehicles, a simulation of a
failure in a car brake system is realized usingd@nguage VHDL-AMS and the results of this
simulation are presented as well. Its objectivéoishow to the reader that reliable control
hardware may avoid severe accidents and under iecwyntstances the very control system
can lead to a generalized system failure which di@inish putting people in danger.

Keywords: Automotive Embedded Systems; Fault ModelReliable Hardware; Coverage
Mechanisms of Detection and Correction of Faults; &nctional Automotive
Safety; ISO 26262; VHDL-AMS.



RESUMO

O presente trabalho tem por objetivo a construgdaima tabela que agrupa um grande
namero de tipos de falhas que podem ocorrer emist@ns embarcado automotivo e 0s
respectivos mecanismos de cobertura responsavkisdpieccdo e correcdo destas. Esta
tabela podera ser usada na implementacdo de matkdostivos de alto nivel dos veiculos
automotivos de proxima geracdo os quais devem s& seguros e confortaveis. Todo o
trabalho desenvolvido € baseado no contexto daaamiernacional 1ISO 26262, a norma
vigente no que concerne os veiculos rodoviariosize seguranca funcional. Para apoiar e
provar a necessidade de melhorias referentes aasegufuncional dos veiculos automotivos,
uma simulagéo da ocorréncia de falha no sistenfeettes de um carro € realizada usando a
linguagem VHDL-AMS e os resultados desta simulag@mposteriormente apresentados. Seu
objetivo é mostrar ao leitor que um hardware derota confidvel evita graves acidentes e
que, sob hipGtese alguma, o proprio sistema deralenpode conduzir a uma falha
generalizada do sistema a qual poderia terminaicanoto pessoas em risco de acidentes
automobilisticos.

Palavras-chave: Sistemas Embarcados Automotivos; Melo de Falhas; Hardware
Confiavel; Mecanismos de Cobertura de Deteccdo e ecao de Falhas;
Seguranga Automotiva Funcional; ISO 26262; VHDL-AMS



ABSTRAKT

Die vorliegende Arbeit zielt darauf ab, eine Tapellit einer grol3en Menge von Fehlertypen,
die in einem Automotive Embedded System auftret@mnkn, und ihren Mechanismen der
Erkennung und Korrektur zu konstruieren. Diese Taldleann verwendet werden, um High-
Level Modelle der néchsten Generation von Autonewhil mit deren gestiegenen
Anforderungen an Sicherheit und Komfort, zu impletrexen. Die ganze entwickelte Arbeit
ist im Kontext der 1ISO 26262, der funktionalen ®idteitsstandard fur StralRenfahrzeuge,
angesiedelt. Um die Notwendigkeit einer Verbessgrder funktionalen Sicherheit von
Kraftfahrzeugen zu unterstiitzen und beweisen, girhe Simulation eines Fehlers in einer
Auto Bremsanlage mit VHDL-AMS und die Ergebnissesdir Simulation werden erlautert.
Ziel ist es, dem Leser zu zeigen, dass zuverlass&jeuerungshardware die
Wabhrscheinlichkeit von schweren Unfallen stark melken kann.

Schlusselworter:  Automotive Embedded Systems; Fehlmodell; Zuverlassige
Hardware; Mechanismen der Erkennung und Korrektur von Fehler;
Funktionale Automobil Sicherheit; ISO 26262; VHDL-AMS.



RESUME

Ce travail vise a construire une table qui réunigiand nombre de types de défaillances qui
peuvent survenir dans un systéme automobile eméaetjleurs mécanismes de couverture
responsables de les détecter et de les corrigetalfeau peut étre utilisé pour mettre en
ceuvre des modeles descriptifs de haut niveau mouyardchaine génération de véhicules
automobiles qui devraient étre plus sdrs et pludartables. Tout le travail est basé sur le
cadre de la norme internationale 1SO 26262, laemaghtation en vigueur en termes de
véhicules routiers et de leur sécurité fonctiormellfin de soutenir et de prouver la nécessité
d'améliorer en ce qui concerne la sécurité fonogtla des véhicules automobiles, une
simulation de I'occurrence d'un défaut du systémaefrdinage d'une voiture est réalisée en
utilisant le langage VHDL-AMS et les résultats dete simulation sont ensuite présentes.
Son but est de montrer au lecteur qu’'un matérietaterdle fiable peut éviter des accidents
sérieux et que, en aucun cas, le systeme de cerltiéinéme ne peut conduire a un échec
général du systéme qui pourrait finir par metteedersonnes a risque.

Mots-clés: Systemes embarqués pour l'automobile; Migle de défaillances; Matériel
fiable; Mécanismes de couverture de détection et deorrection des défauts; Sécurité
fonctionnelle automobile; ISO 26262; VHDL-AMS.
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1. INTRODUCTION

1.1. Context and motivation

Nowadays, the automotive industry is reconsidefisgproducts, starting by their
basic concepts and going until their compositiod &nal employment. Due to the high
requirement by their clients and the future anditable lack of raw material used to produce
the combustible fuel that are used to power thais ¢1], the automobile manufacturers are
changing the functional basis of their vehiclegrtgtg in the processes of design and
implementation of their cars passing through thalfpresentation to their clients, these ones
being everyday more and more concerned aboutghgsty, security and comfort.

On the one hand, there is a tendency to replaceutlient combustion system with an
electric propulsion based system [2], enablingrtbgt generation of automotive vehicles to
be autonomous regarding the use of petroleum. énatiher hand, due to the ascending
demand for comfort, security and safety during th@&/ing, more and more electronic
solutions are being incorporated into the autoneottmbedded systems, these last ones
already filled with plenty of ECUs (Electronic Couoit Unit). Both last points converge
exactly in the idea that the automotive industrysing (and will keep doing it) electronic
systems for the most diverse purposes, in an istrgavay.

Exemplifying, between the 1970s and the 1990s,atltemotive embedded systems
modules had only one ECU (a microcontroller or aroprocessor) which was responsible to
execute from one to some dozens of specific funsti@he modern cars (after the 2000s)
have into themselves embedded systems that hawe aphundred ECUs being able to
exchange up to 2500 different messages betweersdhess [3] [4].

The extreme growing in the use of embedded systantars brought forth a concern:
“iIf faults occur in the electronic systems, cansthéaults create risks for people during the

driving?”
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Taking into account this new concern (safety ofehs during the use of automotive
vehicles), a new standard has been created: the2EB2 -Road vehicles - Functional
safety. Being based on this new standard, the automotideisiny started altering the
conceptions and methodologies of the design ofalscles [5], whether by choice to suit the
standard or by the legal obligation and necessitsetnain competitive against other similar
companies.

However, there is a considerable inertia in thekwadrsuitability, since the automotive
industry moves billions of dollars a year and supgan certain cases, the biggest part of the
economy of some countries. Nevertheless, the compdmat usually dictate the tendency of
the automotive sector, aware of the inevitabilityr@ change, are organizing and investing in
new technologies and research.

In this context, it has started developing someeaesh projects with the aim of
creating new methodologies and tools to designntd generation of automotive vehicles
[6]. To do so, it is essential the confluence ofesal disciplines as well as the cooperation
between different professionals of each subjedt ih@oncerned in the project, in order to

render these multidisciplinary projects effectivel grofitable.

1.2. Objectives

A good example of the exposed before is precidedysubject of the present work: an
electrical engineering student with general alb#itin microcontrollers, microprocessors and
embedded systems and an insider with respect &angs methodologies who is using his
knowledge to perform a fault analysis and to cams$ta general fault classification table
describing these potential faults, at the hardweavel of an automotive embedded system,
according to ISO 26262 international standard.

This way, the primary goal of the present workatled:
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» Define and classify faults of an automotive ele@etiielectronic system based
on the standard ISO 26262 having as output a gfaeitaitable.
Also, as a secondary goal, it is aimed to:
 Demonstrate the possible severity of a car accidentpeople realizing a

simulation of a real accident situation.

1.3. Engineering approach

To accomplish the goals listed prior to the pressution, it is used an engineering
approach to the task of defining and classifyingside faults that might occur in an
embedded system.

Firstly, a research work based on many papersu@imy IEEE and PubMé&dapers)
and the very standard ISO 26262 is prepared inrdadelarify the subject and to set some
directions. The results of this research work amesgnted under the chapter “Theoretical
Basis”.

Then, to motivate the work and effort of doing suakks, a simulation in VHDL-
AMS [7] of a car accident is done and the resules @esented for consideration. The aim
here is to prove the severity of a car accidengimgied due to a fault in the automotive
embedded system.

Afterwards, a study about the standard ISO 262¢R2asented in order to simplify its
operation mode and objectives and to point outéaréader the main ideas.

Next, a table in which the definition and the cifasation of the possible faults of an
automotive embedded system is done and each offélotors is analyzed.

Finally, conclusions are woven and next stepstergresent work are proposed.

 www.pubmed.gov
National Center for Biotechnology Information, UNmtional Library of Medicine
8600 Rockville Pike, Bethesda MD, 20894 USA
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2. THEORETICAL BASIS (research-based work)

In this chapter the theoretical basis found inrdsearch sources are presented to the
reader. The AUTOSAR consortium is introduced anel ithdustry motivation is exposed.
Then the taxonomy concerning the security of gisgstems is studied. The last chapter of
this section gives to the reader an overview of \tREDL-AMS language in order to allow
readers, who do not have a specific knowledge atiosittanguage, to understand the first

chapter of the development section.

2.1. The AUTOSAR consortium

The present work intends, as mentioned beforegteldp a descriptive fault table for
the hardware level of an automotive embedded system

In matter of faults and failures, there is a concabout the safety of people and the
property involved. The scientific and industriahmmunities are increasingly using standards
which aim to be a reference and a standardizattenm in several branches of the industry
and the university. The main international instdntresponsible to create and share the
standards is the ISAn¢ernational Organization for Standardizatipf8].

When talking about safety for people in automotredicles, it is to be expected that
there is a standard to regulate the matter. The26ZB2 (Road vehicles - Functional safpty
was precisely created to regulate the function&tgaof automotive vehicles during the
driving seeking the safety of people that use thidowever, this standard was released not
long ago (2011), demonstrating that:

1) Up to now, the industry had its own project anddoiciion methodologies and
the concern with safety was something of intrinfacusing mainly on the car mechanical

structure;

* This standard is an adaptation of IEC 61508 (Fanat Safety of Electrical/Electronic/Programmable
Electronic Safety-related Systems) for the automeoitidustry.
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2) Today, the number of electronic components pregeatcar is very significant
and it is inevitable that this number will keepgngsduring the next years;

3) The complexity of the electronic components andiass as well as the
complexity of their interactions (information exclgg, data transfer, interfaces, etc.) is
increasing day by day.

By analyzing these findings, it can be supposettti@future of automotive vehicles
is strongly depending on the embedded systemsandtthat the standardization of all the
technological aspects of a project, in matter éétyaduring the utilization of any equipment
or device or even with respect to its compositimay always be taken into consideration in
order to the proper development of industry angiggtices.

Hereupon, the first step to execute this work vii@sreading and the research work on
the standard mentioned before (ISO 26262).

To synthesize a fault analyses table of an autamaystem, it is necessary to know
how the industry works and its methodologies. Eacte of the biggest automotive
manufacturers has its own way of working and malsags and also its own project and
design methodologies, fact that makes more diffithe generalization and interaction
between different projects of diverse cars. Addedhis last fact and with respect to the
extensive use of electronics in cars, the followpognt is identified:

. The difficulty of reusing structures of old projedimainly electric/electronic
structures) is becoming a major impediment to irmtiovn and to perform the abandonment of
ancient structures: a changing in an automotiveegiidd system, partially or fully, might
result in the need of development of a whole nestesy. The high level descriptions of these
systems are highly hardware-dependents, makingdsiiple any reuse or interchangeability

of such high level models.
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Consequently and combined with the topic of autaweosafety, there is a big
problem of reutilization of intellectual materialready produced. With this in mind, a
European consortium was created to propose sofutmithese limitations of methodology,
keeping always in mind the safety aspect of driviflgis consortium is named AUTOSAR
(AUTomotive Open System ARchitect(igg. This initiative aims at unification of autartive
software architecture, by creating an open softvaachitecture designed for the ECUs of the

automotive embedded systems. The organization®ttnsortium can be seen in Figure 1.
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Figure 1 Composition of AUTOSAR [9]

Its main goal is to manage the rising complexityetéctric/electronic architectures
applied to automotive vehicles developing a projesthodology that may promote the
emergence of new technologies more efficientlyhaut affecting the quality of the final
product. Alternatively, AUTOSAR wishes to developset of specifications that describe
software architecture components and to define therfaces. Its purpose is to improve the
management of the complexity of embedded architestuby the improvement of

interoperability and reusability of software compats [10]. The earnings obtained are:
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1) Certified standard software production platforms gappliers (improvements
in quality, easy integration between applicatiats,);

2) Software (hardware-independent) from different wadreusable between
different devices (reducing costs of developmealigation, etc.);

3) Facilitation of cooperation between partners (inveobformalized exchanges,
etc.);

4) Eventual reduction in the number of controllers h@aitation in the same
controller of software from different vendors).

The idea is to separate high level layers (softyvlrcen low level layers (hardware),
adding among them the AUTOSAR RTBUYTOSAR Run Time Environmgaind dealing

with the interfaces of each layer, as can be seen Figure 2.

AUTOSAR Interface l AUTOSAR Interface § AUTOSAR Interface AUTOSAR Interface

AUTOSAR Runtime Environment (RTE)

Standardized Standardized Standardized

iarie AUTOSAR Interface rderbice AUTOSAR Interface AUTOSAR Interface

ECU Complex

Abstraction Device
Drivers

Standardized Standardized Standardized
Interface Interface , Interface

B
} B

Standardized
Interface

ERETE T
pazpiepuElS

Microcontroller
Abstraction

ECU-Hardware

Interfaces
Inkerface RTE VFB & RTE BSW
relevant relevant relevant

Figure 2 Conception structure of AUTOSAR software achitecture [9]
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2.2. Basic concepts and taxonomy of dependable and seewwomputing [11]

In this section, the basic concepts of the depdedahd secure computing are
discussed and its taxonomy (standardized set wiinefogies used within the field of safety,
in this case) is developed in order to render tiseudsion about the standard clear and
comprehensible. Though, these concepts are deiiinadarge sense, enough to define from
individual logical systems to complex virtual netk® handled by humans and used by lots
of users.

The employment of a correct taxonomy is importantréalize a good study and

classification of faults in a given system.

2.2.1. Function, behavior, structure, and service of a sysm

A system can be viewed as an entity that interadts other entities (other systems,
including hardware, software, humans, the physiald with its natural phenomena, etc.).
These other systems are the environment of thergystem.

Talking about computing and communication systethese are characterized by

fundamental properties:

. functionality;

. performance;

. dependability and security;
. cost;

. usability;

. manageability;

. adaptability.
The function of a system is what it is intendedldoand is described by the functional

specification in terms of functionality and perfante. The behavior of a system is what it
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does to implement its function and is describedalsequence of states. The total state of a

system is the set of the following states:

. computation;

. communication;

. stored information;
. interconnection;

. physical condition.

The structure of a system is what allows it to gateeits behavior. From a structural
perspective, a system is composed of a set of coemte put together to interact, where all
the components are another systems. The recurgipa when a component is considered to
be atomic: any further internal structure cannotliseerned, or is not of interest and can be
ignored. Consequently, the total state of suchstesy is the set of the states of its atomic
components.

The service delivered by a system as a providis isehavior as it is perceived by its
user(s). A user is another system that receivedceefrom the provider. The part of the
provider's system boundary where service delivetyes place is the provider's service
interface. The part of the provider’s total stdtattis perceivable at the service interface is its
external state and the remaining part is its irgestate.

A system might sequentially or simultaneously lpgavider and a user with respect to

another system. It can deliver service to and vecgervice from other system(s).

2.2.2. The threats to dependability and security: failures errors, faults
Correct service is delivered when the service imglets the system function. A
service failure (or simply failure) is an eventttibacurs when the delivered service deviates

from correct service. Since a service is a sequehtlee system’s external states, a service
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failure means that at least one external statd@fsystem deviates from the correct service
state. This deviation is called an error. The agpador hypothesized cause of an error is
called a fault. The prior presence of a vulnergbitieans that an internal fault that enables an
external fault to harm the system is necessaryafoexternal fault to cause an error and
possibly subsequent failure(s).

The failure of one or more of the services impletimgnthe functions may leave the
system in a degraded mode that still offers a guliiseeeded services to the user. Some of

the operational modes after a system starts woikiagdegraded mode could be:

. slow service;

. limited service;

. emergency service;
. etc.

2.2.3. Dependability, security, and their attributes
The definition of dependability is the ability t@ldzer service that can justifiably be

trusted. Dependability is an integrating concept thcludes the following attributes:

. availability: readiness for correct service;
. reliability: continuity of correct service;
. safety: absence of catastrophic consequences onuglee(s) and the

environment;
. integrity: absence of improper system alterations;

. maintainability: ability to undergo modificationadrepairs.
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2.2.4. Environments of insertion of a system
The development and use environments where a sysedesigned and used,
respectively, may strongly affect the very systebging responsible for faults and
malfunction. These both environments are charaeéras follows:

Development environment:

. the physical world with its natural phenomena;

. human developers, some possibly lacking competemnckaving malicious
objectives;

. development tools: software and hardware used byd#wvelopers to assist

them in the development process;

. production and test facilities.

Use environment:

. the physical world with its natural phenomena;

. administrators (including maintainers): entitiesirftans or other systems) that
have the authority to manage, modify, repair angl the system; some authorized humans
may lack competence or have malicious objectives;

. users: entities (humans or other systems) thatveservice from the system
at their use interfaces;

. providers: entities (humans or other systems)dbéaver services to the system
at its use interfaces;

. the infrastructure: entities that provide spece&dizervices to the system, such
as information sources (time, GPS, etc.), commtioicalinks, power sources, cooling
airflow, etc.;

. intruders: malicious entities (humans and othetesys) that attempt to exceed

any authority they might have and alter servicénalt it, alter the system’s functionality or



27
performance, or to access confidential informafimackers, vandals, corrupt insiders, agents

of hostile governments or organizations, and nalisisoftware).

2.2.5. General classification of faults
Faults can be sorted into eight different basiegaties and each one of these has a

double sub-classification, as it can be seen fragarg 3:

Development faults

|oceur during (a) system devealopmant, (b) maintenanca during the use phasa,
Phase of creation and (¢ generation of procedures o operale of ko maintain the system]

Or ooourrence Operational faults
[occur during servica delivery of the use phase]

Internal faults
|originate inside the system boundary]

External faults
— |originate outsids the system boundary and propagate arrors into
the systemn by interaction or interfemance)

Natural faults

. [caused by natural phenomena without human participation]
—— Phenomenological cause

—— System boundaries ——

Human-Made faults

[result from human actions]

Hardware faults

[originate in. or affect, hardware]

Software faults

FEIU |tS [affect softwere, i.e., programs or data]

Malicious faults

[intreduced by a human with the malicious objaclive of causing harm to the system]

Non-Malicious faults
[intreduced without a malicious chjective]

Deliberate faults

[result of & harmiul decision]

Non-Deliberate faults

[intreduced without swarenass)

Accidental faults
[introcuced inadvertenty)

—— Dimension

—— Objective

— Intent

—— Capability ———

Incompetence faults
[result from lack of prolessional compelence by the aulthorized human(s),
ar from inadequacy of the development organizalion

Permanent faults
|presence is assumead fo ba conlinuaus in tima)

Transient faults
[presence ks bounded in time]

—— Persistence

Figure 3 General fault classification [11]

Assuming that all these eight mentioned categor@dd be combined together to
produce diverse kinds of faults, it would exist 2&i@ferent possibilities or 256 different

combined fault classes (2"8=256). Actually, cir@ad#ferent fault classes were identified up
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to now and more combinations may be identifiechim future, as further analyses on new or

known systems will be made.

2.2.6. The means to attain dependability and security
Over the course of the past 50 years many mears lbeen developed to attain the

various attributes of dependability and securiiyo§e means can be grouped into four major

categories:
. fault prevention means to prevent the occurrendetayduction of faults;
. fault tolerance means to avoid service failurethepresence of faults;
. fault removal means to reduce the number and dgwdriaults;
. fault forecasting means to estimate the presentbeunthe future incidence,

and the likely consequences of faults.
A way to create more robust systems is to giveiapattention to the fault tolerance

characteristics of these ones. Figure 4 shows seggtiknown fault tolerance techniques:

Concurrent Detection
E Detecti [takes place during nomal sarvice delivery]
ror ion
(identfies the presence of an aror] Preemptive Detection
[takes place while normal service delivery
i suspended; checks the system for latent
errore and domant faulte]

Rollback

[brings the system back to a saved state
that existed prior to error occurmence;
saved state: checkpoint]

Error Handling Rollforward

— [eliminates erors — 3 "
from the system stale] [state without detected emors is a new stalg]

Fault Tolerance —

Compensation
— [the erroneous state contains enough
Recmw redundancy to enable error 1o be masked)

[transforms a system state that contains
= one or more emors and (possibly) faults = S

into a state without detected erors and

without faults that can be activated again]

Diagnosis
[identifies and records the cause(s) of erar(s),
in terms of both location and type]

Isolation

[performs physical or logical exclusion of the faulty

. components from further paricipation in service
Fault Handling delivery, i.e., makes the fault dormant]

— [prevents faults from  —
being activated again] Reconfiguration

I [either switches in spare components or reassigns

1asks among non-failed components]

Reinitialization
— [checks, updates and records the new configurafion
and updates system tables and records]

Figure 4 Common fault tolerance techniques [11]
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Knowing some techniques of fault tolerance, it asgble to formulate a couple
examples of strategies for implementing fault tahere in any system, as can be seen from

Figure 5:

Error Detection Ermror Detection Error Detection
Y

Sanice
Continuation
Rollzack Compensation Rocllforward

Intermittent Sarvice Senvice
- efr;nunen - Continuation Continuation

—
il

Error Detection

Salid
fault Y ' /

L
Fault Handling Fault Handling Fault Handling

Fault Handlin Intermittent Intermittant Intermittent
- [ fault e " fault - I fault
Service Continuation ) . .
Solid Solid Solid
fault fault fault
Maintenance
Call ¢ L i
\
Mainlanance “ Maintenance l“l Maintanance |
Call Call Call
Full Forward Recovery Partial Forward Recovery
Backward Recovery Forward Recovery
Detection and Recovery Masking and recovery

Figure 5 Basic strategies for implementing fault teerance [11]

2.3. VHDL-AMS [12]

VHDL-AMS (Analog and mixed-signal extensions for WH) is a hardware
description language which includes the extensiweded to define the behavior of analog
and mixed-signal systems. This language derives) ftbe VHDL language (which only
defines the behavior of digital systems) and it wesated in order to allow designers of
analog and mixed-signal integrated circuits to teremodules of high-level behavior
descriptions of such systems as well as high-ldestriptions of whole systems and several
components. The difference among the coverage ddlVidnd VHDL-AMS is shown in

Figure 6:
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T—JHDLAMS

o

valu

A

v v

t t
‘alue discreet, time continuous value continuous. time confinu

Figure 6 Differences between VHDL and VHDL-AMS couerage [13]

It was originally created to the design of integdatircuits however the possibility of
simulation of differential equations and systemshwdiscontinuities made its use possible
within the most various physical systems. Nowadiys widely employed to simulate a
varied range of the so-called complex systems.

To accomplish the goal of making a trustworthy agel simulation of a system, the
VHDL-AMS language supports the following set of aeristics [13]:

* continuous models are based on differential algeleguations;

» differential algebraic equations are solved by @icked simulation kernel: the
analog solver,

» it supports the handling of initial conditions, pésvise-defined behavior, and
discontinuities.

In addition, its semantics are adjusted by respgdine major laws of physics and

common system features [13]:
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* conservative semantics to model physical systents &rchhoff's law for
electrical circuits);
* non-conservative semantics for abstract modeladsijow descriptions);
* mixed-signal interfaces;
* unified model of time for a consistent synchronmatof mixed event-
driven/continuous behavior;
* mixed-signal initialization and simulation cycle;
* mixed-signal descriptions of behavior;
» small-signal frequency and noise modeling and satmon.
Information about the language itself and how tdecm VHDL-AMS can be found in

[12] and [13].
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3. PERFORMED WORK AND TECHNICAL DEVELOPMENT
In this section, all the technical work accomplhie presented, going from the
VHDL-AMS simulation of a car accident due to a éiad of the electronic brake system and
its consequences, through the study of the intenmalt standard ISO 26262, to the creation
and explanation of a table containing a set of ips$aults that might occur in an automotive

embedded system.

3.1. Failure scenario (motivation): Fault simulation ona car brake system due
to the malfunction of the electronic control systenfmade in VHDL-AMS language)

To illustrate what happens when a fault occursrauthe driving and the behavior of
the physical system (car with passengers) durimng glriod, a simulation to validate the
concern with car security and to quantify the imeal physical quantities was performed.

This simulation was elaborated in a VHDL-AMS-basedvironment using an

appropriate compilehAMSter simulation system, Version 2.0 by Ansafp&ation.

3.1.1. The model conception

For this simulation, it was collected a set of dpures in [14] that define the dynamic
behavior of a quarter car and the car tires. Thdahaas constructed using the equations 1 to
6 (presented in the present and next pages). BEvbisiset of equations is for the dynamic
behavior of a car in high velocities (usually mahan 1m/s), it can be employed as an
approximation for low velocities since it is an &pgtion of general purpose.

The first equation is the well-known “Pacejka Magmrmula tire models™:

Uy = a(l—e 2t —c)) 1)
This equation describes the behavior of the longiiai friction coefficientu, as a

function of the wheel slig. “a”, “b” and “c” are coefficients related to the road surface. In
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the present model these coefficients were defimedafdry asphalt road environment and

hence it was applied the following values to them:

a=1.28
b = 23.99
c =0.52

Then, it follows a standard set of non-linear emumst that describes the dynamic

behavior of a given quarter car.

Jé = RE, — sign(w)T, 2)
mv = —F, (3)
A.C (4)

v
Fe = Ep, )
F, =mg (6)

Where:

w Is the angular speed of a wheel [rad/s];
v is the longitudinal speed of the car [m/s];
] is the inertia [kg.mZ];

R is the wheel radius [m];

T, is the brake torque [Nm];

E, is the longitudinal force [N];

A is the longitudinal wheel slip [%0];

E, is the vertical force [N];

U, is the road friction coefficient [%];

m is the car mass [kq];

g is the gravitational force [m/s?].
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Some of these quantities have constant values chardétrarily based on common
real values:

J = 1[kg.m?;

R =0.32 [m];

m = 450 [kg];

g = 9.81 [m/s?.

The input is the brake torque and, starting frosnvdlue and the values of the initial
conditions of the longitudinal and angular speettee values of longitudinal force,
longitudinal wheel slip, vertical force and roagtfiion coefficient are calculated. The outputs
of the system are the longitudinal and angular dpesevertheless all the behavior in time of
the other quantities can be selected for display.

The range of validity of the set of equations ares 0, v > 0 and hence-1 < 1 < 1.

The whole implemented code for executing the sitiaras presented in Appendix 2
(A and B). Here, it is divided into small blocksta@ach of these ones is explained in detail.

The first block is the description, in VHDL-AMS, ttie car model. It was created an
entity named “quarter_car_model” that grouped togetll the parameters and equations of
the car model (including the tire model, to faaiié the coding).

Inputs, terminals, quantities, constants and ostpte defined as follows:

VHDL-AMS model of a quart car model:

ENTITY quarter_car_model IS

GENERIC (a:REAL :=1.28;
b:REAL :=23.99;
C:REAL :=0.52;
J:REAL :=1.0;
R:REAL :=0.32;
m:REAL :=450.0;
g:REAL :=9.81);

PORT (TERMINAL w1,w2:ROTATIONAL_OMEGA,
TERMINAL v1,v2:KINEMATIC_V;
QUANTITY Th: IN REAL;
QUANTITY Vi: IN REAL;
QUANTITY Wi: IN REAL;
QUANTITY mi_x: REAL;
QUANTITY lambda: REAL,;
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QUANTITY F_x: REAL;

QUANTITY F_z: REAL;

QUANTITY Speed: REAL;
QUANTITY Angular_Velocity: REAL);

END,;

Then, the behavior of the car is described usiegetjuations 1 to 6:

VHDL-AMS model of a quart car model: (continuation)

ARCHITECTURE behavior OF quarter_car_model IS
QUANTITY w across af THROUGH w1 TO w2
QUANTITY v across If THROUGH v1 TO v2;
BEGIN
break v=>Vi;
break w=>Wi;
mi_x ==a * (1.0 - ((math_e)**((-1.8) * lambda)) - ¢ * lambda);
J*w'dot == (R * F_x) - (Tb * sign(w));
m * v'dot == (-1.0) * F_x;
lambda == (v - (R * w)) / (v);
F x==F z*mi_x;
F z==m*g;
Speed ==,
Angular_Velocity == w;
break v=>0.0 when not v'above(0.0);
break w=>0.0 when not w'above(0.0);
END ARCHITECTURE behavior;

Once the car model is described, stimuli can bdieppo the system to simulate its
dynamic response in time. The stimuli are applmudtie input brake torque and also for the
initial conditions for the longitudinal and angulspeeds. This block calls the entity created

before and pass the stimuli that were chosen. &t scenario, the code is presented.

3.1.2. Simulations
Some different scenarios were simulated in ordefirtd the consequences of the

possible different problems caused by a malfunatiiothe brake system.
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3.1.2.1. Scenario 1: soft braking torque applied instantaneosly and resultant

force applied to the vehicle passengers

In this scenario, the car is placed in motion. Tié&al conditions are chosen as
follow:

m km

v=3.0—=108—

s h

rad
=9375—
S

x| <

w =

Tb =0Nm
After 1 second, a significant braking torque islaggpto the system.
Tb =80 Nm

The following code represents the implementatiothese changes:

Test bench:

ENTITY car IS
GENERIC (Th,Vi,Wi:REAL);
END;

ARCHITECTURE behavior OF car IS
TERMINAL w: ROTATIONAL _OMEGA,
TERMINAL v: KINEMATIC V;

BEGIN
PROCESS BEGIN

Th <=0.0;
Vi <= 3.0;
Wi <= 9.375;

WAIT FOR 1000ms;
Th <= 80.0;

WAIT;

END PROCESS;
Sim1: ENTITY quarter_car_model (behavior)

PORT MAP (w, rotational_omega_ground, v, kimgicy v_ground, Tb, Vi, Wi);
END ARCHITECTURE behavior;

On the moment in which the braking torque is agpltee longitudinal force presents
a variation in its behavior. The behavior in tinféhe longitudinal and angular speeds and the

force applied to the people inside the vehiclestu@vn in Figure 7:
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Figure 7 Results from the first simulation

It is possible to verify that on the moment of #heginning and of the end of the

braking, a really significant change in the magietwf the force occurs. It is about a change

of 245 N in a period of time tending to zero. Thisange could cause from health issues to

the death of people.

Appendix 2.A shows the whole implemented codeligg $cenario.

3.1.2.2. Scenario 2: hard braking torque applied instantaneasly and the

consequences for the car dynamic and the vehicle ggengers

Also in this scenario, the car is in motion with:

m km
v=3.0—=108—
S h

rad
w = = 9375T

v
R

T, = 0 Nm
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Abruptly, a really high braking torque is appli@dthe system. Exactly in this moment
the longitudinal force presents a peak in its amgé value. The behavior in time of the

longitudinal and angular speeds and the force epgpt the passengers are shown in Figure 8:

Speed [m/s]

1] 31.25 625 93.75 125
Tirne [ms]
Angular Speed
— T T
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=]
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[=]

Figure 8 Results from the second simulation

For a better comprehension of the movement duhagtaking and the consequences

of it to the longitudinal force, it is shown in kige 9 a zoom of the graph region of interest:

Angular Speed

Angular Speed [rad/s]

2 H | | . ' H | H ' H | H H | . | |
£9.62 70.3775 71135 71.8925 72,65
Time [ms]

Longitudinal Force
BO00

a000
4000
3000

2000

Longitudinal Force [M]

1000

-1000 —_ . — — : — — :
B9.62 703775 71.135 71.8925
Time [ms]

Figure 9 Peak of the longitudinal force during thebraking
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It can be seen that an expressive variation inbhgnitude of the longitudinal force
happens. The maximum value is about 5000 N. Foam who weighs 80 kg, it is an applied
impact equivalent to about 6.5 times the standeawlity.
The exposure to the fast variation of this quansty big issue for people’s health,
even if it is not easy to determine the limitstagtvariation [15].

Appendix 2.B shows the whole implemented codelitr $cenario.

3.2. AnISO 26262-oriented study [16] [17]

To create an I1ISO 26262-based fault table, it isasly required from the designer
the knowledge about this standard. The first stegioing so is to get the standard and make a
research study about it. The following study wasltp based on the latest release of ISO

26262.

3.2.1. Category classification

The first step in applying the 1ISO 26262 is to perf a Hazard analysis and Risk
assessmenH&R ) according to the standard. In order to realizehsanalysis, it is required
to identify thevehicle-level hazardshat are related to physical injuries or any daeniagthe
health of people who are inside the vehicle ortsnnieighborhood, as the result of vehicle
malfunction and by consequence to failures and uateda behaviors of any system
responsible for a vehicle function.

Once the identification of vehicle-level hazardsd@ne, they can be categorized in
accordance with ISO 26262 &szardous events It means that any vehicle-level hazard
classified as a hazardous event is a relevant c@tibn of an operational situation of the

vehicle and a risk that may lead to an accidenbtfhandled timely. Figure 10 illustrates the
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rapport between a system failure, the correspontiempard, the hazardous event and the

accident:

Correctoperation
ofthesystem
(incl. safe sate)

Failure is transient,
controlled or mitigated

malfunctioning
system
(hazard is present)

Successful attempt l Operational situation present

Attempt to control
the hazardousevent

l Unsuccessful attempt

accident

Figure 10 An accident led by a sequence of failu@nd operational situation not successful attempt [2]

3.2.2. Primary allocation

The way the standard found to quantify these hawer@vents was to assign A8IL
(Automotive Safety Integrity Level) to each diffateone. The ASIL classification method
determines three parameters of association: thesexe “E”, the controllability “C” and the
severity “S”. For each of these categories, theeefaur classification possibilities: from
ASIL D to ASIL A, representing the most demandirgarding a necessary risk reduction
and the less demanding, respectively. If an evameesents no safety relevance, it is assigned
as a “QM” (Quality Management).

The ASIL method is used within the standard to gpebe risk reduction measures

concerning the design of each vehicle system ant$ dfardware and software components.
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These measures intend to avoid either residualapibity of random hardware failures and
systematic failures.

“E” is the probability of exposure of a given velei¢o an operational situation which
may lead to a hazardous event when a failure ofystem happens and it can be reported in
terms of frequency of occurrence of an operatigitahbtion or its duration.

“C” is a parameter associated to the ability ofgdedo react timely when a hazardous
event occurs, in order to avoid any harm originditenh it.

“S” characterizes an estimation of the harm to peogsulting from a hazardous event
when it is not controlled timely.

This way, “S” represents directly the severity teople due to the risk from a
hazardous event and “E” and “C” together with tbsidual failure rate of a system give the
likelihood of occurrence of the risk.

The ASIL method natural classification sequencgh®wyn in Figure 11.:

Likelihood of exposure of the
vehicle to the operational situation

Ability to avoid a specified ham through
timely reaction of the person(s) at risk

Estimation of the extent of
harm to the person(s) at risk

Figure 11 Overview of the ASIL classification methd [17]

Discrete scales are assigned to parameters “E”at@’“S”, and the final ASIL to the
hazardous event takes into consideration the caatibm of three of them by using a risk
graph. Logically, if there is more than one hazaslevent related to the same failure, then

the highest ASIL may be chosen for characterizirghsevent.
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When an ASIL is assigned to a hazardous evesafety goalis always determined
within and it inherits the ASIL of the corresponglifazardous event. The safety goal
represents a top-level safety requirement thaésgyaed to the system as a whole. The rule of
choosing the highest ASIL in case of associatiovasfous hazardous events may be also

applied to the safety goal.

3.2.3. Allocation to components of the system

To start designing the system, after that the H&Rane (usually early in the process
of development of a system, during the conceptopgria set of safety goals and their
corresponding ASIL are applied throughout the systiesign, the electronic hardware design

and the software design.

3.2.4. The means to attain a safety level by using depenila architecture

The following design rule from [17] may be appligdm the beginning of a system
concept phase:

An initial safety requirement is decomposed to neldunt requirements implemented

by sufficiently independent architectural composenivhere each decomposed

requirement complies with the initial safety regurent by itself.

An example of ASIL classification for a given sdétsniggested methods according to
each one of the possible ASIL categories [16] cansben in Table 1. It gathers some
hardware integration tests to verify robustness apération under external stresses. The
following classification is used, as well:

* “++”indicates that the method is highly recommeshélar the identified ASIL;

* “+”indicates that the method is recommended feritlentified ASIL;
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* “0” indicates that the method has no recommenddtoror against its usage

for the identified ASIL.

Table 1 Example of ASIL classification of hardwareintegration tests according to 1ISO 26262 [16]

ASIL
Methods
A B C D
Environmental testing with basic functional
I ++ ++ ++ ++
verification
Expanded functional test o + + ++
Statistical test o o + ++
Worst case test 0 o o +
Over limit test + + + +
Mechanical test ++ ++ ++ ++
Accelerated life test + + ++ ++
Mechanical Endurance test ++ ++ ++ ++
EMC and ESD test ++ ++ ++ ++
Chemical test ++ ++ ++ ++

3.3. Characterization of possible system failures that mght occur on today’s
embedded systems (methodology of classification)

The objective of this section is to detail a dgstore table (fully presented in
Appendix 1) that was created to put together dyrdwdh level description and classification
of detected failures acting on modern embeddedsystind the mainly employed coverage
techniques to detect such failures. These failuwe® described and classified following the
standard 1SO 26262. To get started, it is explaieach one of the fields (columns) of the
table so that the reader is able to understanditbgen arrangement.

First of all, the integrality of an embedded systeam be divided into two main
categories: hardware and software. The hardwardhés material part of a system

(microcontrollers or microprocessors, electronicnponents, interfaces, physical structures,
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etc.) and the software is the programmable or @irpart of a system (operational systems,
software routines, user interfaces, data processiag.

The whole work is focused on the hardware of théetided systems. Consequently,
all the failures were firstly classified as origied in the hardware part of the embedded
system. However, software coverage techniquesraimportant part of the solution for the

problem of detecting failures in such systems aedisted as well.

3.3.1. Primary grouping: Level (in Hardware)

This is the first column of the table and, as tesadiption proposes, it divides widely
the level or the layer in hardware in which a givaiture can occur. The following levels for
this category were created:

» Electrical elements - Actuator Electrical System;

» Electrical elements - Electronic Measurement System

» Electrical elements - Final elements;

» Electrical elements - General Electrical/Electrdainbedded System,;

» General elements - Electrical and Electronic Cat&y;

» General semiconductor elements - General Electr&mbedded System /
Controller;

* General semiconductor elements - Power Supply Byste

* Specific semiconductor elements - Communication €né&al Electronic
Embedded System;

» Specific semiconductor elements - Communicationcdrdfprocessors;

» Specific semiconductor elements - Processing Uddritroller.
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3.3.2. Fault location (Element)

According to the preceding classification and gailegper in the hardware level, the
elements of the hardware where faults occur wetteibdefined. It gives the possibility of
looking for more effective techniques of fault d#ien. Some examples of categories for this
column are:

» Electronic Embedded System;
« CPU;

» Digital I/O;

* Non-volatile memory;

e Etc.

3.3.3. Applicable to following faults

This field is filled with the faults that can occur the previous hardware elements.
The description can be a general or a specifiethegfion of a set of given failures according
to the amount of information found for such elemserior instance, there is for tiénal
elements of an electrical systean general description dsailures in electromechanical
elementsand for Volatile memorya specific description at¥nwanted bit-flips due to

radiation.

3.3.4. Mechanism name of diagnostic coverage

Then, mechanisms of diagnostic coverage for faetiection are proposed. This is one
of the mainly points that bring us to the creatidrihe present table. In order to improve the
functional safety and security of an automotive edded system, it is required to implement
coverage techniques for fault detection which at@ng reliable with respect to the

probability of detection of a set of given faults.
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In the nearly future, these descriptions are gdimgoe used for researchers and
industry to create high level models of each hardvedement. Such models may be used to
prove that a given hardware is reliable regardirggvan level of reliability of, for example,
99.99999% (five nines after the decimal mark omen®re), as well as to implement more
complex systems from ordinary elements. For highilability systems which must achieve a
great rate of near-continuous availability, faoletance techniques are substantially required.
The concept of fault tolerance is connected tantbteon of detection and correction of faults.

As an example of technique for software fault @hee used mainly in military,
nuclear and medical projects which require readlijable software, it can be mentioned a
technique calledN-Version Programmirig(sometimes known aBissimilar Softwarg It is
the software analogy of hardware N-Plexing thougs not as simple as the replication of N-
Plexing, since if N copies of the same softwareear@nning they would simply contain the
same software faults and produce the same softerapes N times. So if N units of some
software functionality need to run in parallel,yheeed to be N disparate implementations of
that functionality — independently implemented byséparate development teams. It is also
applicable to the program that runs in a micropssoe or other element of an embedded

system.

3.3.5. Probability of detection of faults (qualitative or quantitative)

For each one of the coverage mechanisms, a prdpatil fault detection may be
calculated or, at least, has its lower boundanynegéd. The high level model simulators use
this information to determine a global level ofiabllity of a hardware element that is under
the inspection of a given coverage mechanism. Fi@mation was collected in the very
standard 1SO 26262 or other complementary documesds referenced in the table.

Sometimes there is no specific study about theabigiy of a given mechanism so a
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qualitative classification is donkigh, mediumor low probability of detection of faults. This
qualitative classification is not formal and it cah be used to replace a quantitative

estimation of the probability, although the ISO @B2ises it.

3.3.6. Correction (Aim)
One more set of information about the coverage mm@sins is presented in this

column. It is a brief description of the aim of kame of the listed mechanisms.

3.3.7. Mechanisms Description
To understand the way a mechanism works, a desgripf it is done. These
descriptions can be used to determine a methodltulate the mechanism probability of

detection of faults.

3.3.8. Generalization
When applicable, a generalization of the behaviothe mechanisms between that
ones that are listed is done. This is a way to Biynghe approach within we attack a

probability definition problem.

3.3.9. Source
To support the provided information, for each ctse sources are mentioned. It is
mainly composed of the fifth chapter of the 1ISO @52Some IEEE papers and others were

used as well.
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3.4. Explanation of the accomplished work: the case of BU-located faults and
some of the respective coverage mechanisms.

In this section, one of the tables that were cowttd is explained in order to
elucidate its meaning and to demonstrate the |fnee@soning behind its construction. The
same sub items of the secti®i3 are used.

As the present objective is to talk about CPUgdbstarted, the level in the hardware
is defined. A good classification for it would b&pecific semiconductor elements -
Processing Unit / ControllerThe element studied is, as defined before(CiR¥.

Next, the most common failures that occur in CPdgawisted as follow:

i.  Failures in processing units which lead to incotreesults:
> Physical chip damage;
» Local damage caused by overheating;
» Radiation;

ii. lllegal hardware exceptions.

For each one of the previous failure classificgticmverage mechanisms of detection
of faults were proposed together with its aim, @atmbty of detection of faults, description
and the source from where this information was ey&ith.

Fori., the following mechanisms can be applied:

a. Name of the mechanisr®elf-test by software
I.  Probability of detection of faultdvedium (Depends on the quality of
the self-test). Up to 96.5% for the opcode-basefitest can be
reached.
[I.  Correction (Aim): To detect, as early as possible, failures in the
processing unit and other sub-elements consistinghgsical storage

or functional units, or both, by means of software.
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lll.  Mechanisms Descriptionthe failure detection is realized entirely by
software which perform self-tests using a datagrattor set of data
patterns, to test the physical storage or the fiometl units or both.

IV.  Source:

> SafeTCore Library (Infineon's Website) and Ingglht
functional safety concept saves design time andscby
Manfred Choutka, Infineon Technologies;

> ISO 26262 - part 5.

b. Name of the mechanisn8elf-test by software cross exchange between two
independent units
I.  Probability of detection of faultd¥ledium (Depends on the quality of
the self-test).

II.  Correction (Aim): To detect, as early as possible, failures in the
processing unit consisting of physical storage aamdtional units.

[I. Mechanisms Descriptiorithe failure detection is realized entirely by
means of two or more processing units each exegudichditional
software functions which perform self-tests to thsetphysical storage
(data and address registers) and the functionatunirhe processing
units exchange the results. This test provides Viemted or no
coverage for soft errors.

IV.  SourcelSO 26262 - part 5.

c. Name of the mechanisrBelf-test supported by hardware
I.  Probability of detection of faultdvedium (Depends on the quality of

the self-test).
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Correction (Aim): To detect, as early as possible, failures in the
processing unit and other sub-elements, using apéeardware that
increases the speed and extends the scope ofefaiection.
Mechanisms Description:Additional special hardware facilities
support self-test functions to detect failuresha processing unit and
other sub-elements at a gate level. The test chreae high coverage.
Typically only run at the initialization or poweldn of the processing
unit due to its intrusive nature. Typical usagefaos multipoint fault
detection.

SourcelSO 26262 - part 5.

Then, for a., b. and c. a generalized descriptooproposedThe mechanisms are

based on self-tests concepts either by softwalaamware and intend to find failures using a

self-verification algorithm. The exact probabiliby finding failures is quite hard to find out

but general ideas and a general qualitative deswmipcan be done. Usually these self-test

have a medium classification in terms of qualitg@ferage of the given system.

Following an analogous line of reasoning, the sgbest classification was done for

Name of the mechanisrmtegrated Hardware consistency monitoring

Probability of detection of faultddigh (Coverage for illegal hardware
exceptions only).

Correction (Aim):To detect, as early as possible, illegal conditions
the processing unit.

Mechanisms Description:Most processors are equipped with
mechanisms that trigger hardware exceptions wheorglare detected

(division by zero and invalid op-codes, for examplénterrupt
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processing of these errors can then be used tottrape conditions to
isolate the system from their effects. Typicalbrdiware monitoring is
used to detect systematic failures but can alsodeel to detect certain
kinds of random hardware faults. The technique jples/ low coverage
for some coding errors and is good design practice.

IV.  SourcelSO 26262 - part 5
No generalization was possible to be done for teshanism, so the corresponding
field was filled with am/a
Figure 12 shows the result of the classificatiothodology presented previously. For

a better view, please consult Appendix 1.
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Figure 12 Example of the constructed table

The totality of the table presented in Appendix &aswfilled using an analogous

ion.

to the exposed in the present sect

reasoning
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4. CONCLUSIONS

It seems to be quite clear that the automotiveoseatl depend more and more of the
electronic technology. People also may concern slebras about safety and security, not
accepting anymore that accidents happen due tmatfenction of electronic parts of the car.

Also, it is quite obvious that there is a more esggive concern about the comfort
during the driving. Usually, the way to become a mare comfortable is to add automatic
functionalities to the ones already in use that ena&sier simple actions as open a window or
find an address using a GPS. All these functioealiire implemented using electronic
systems.

The natural way to ally both requirements is toadlep a new methodology of car
designing that takes into consideration the rdiigtof the hardware designed together to its
processing power in order to allow the executiomofiern electronic systems that are, at the
same time, reliable and people security- and safetgerned.

The automotive industry looks for a new processde¥eloping such reliable and
modern cars, not only because it is concerned atafety and security of people but also
because the law requires it. This process of deugjomore reliable vehicles implies an
enormous investment. Consequently, industry wanisvest in the right technology that will
return the invested money back to it as soon asilples

The AUTOSAR consortium is an effort to develop tibge a new methodology to be
used in the present case and its methodology stebesvery profitable, since it enables the
exchange and reuse of technology from differentmganmes and projects in other companies
and future projects. Also, it helps research teamswvork together and optimize their
researches.

The current phase of development of this whole ggsds to create high level models

for the electronic embedded automotive systemsggusinsimulate such models, a high level
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description and an estimation of the probabilitattla system failure occurs without its
detection and correction.

To construct such models, tables as the one pexbé@nthis work may be created and
refined, adding important information and more wely probability equations. Every single
electronic element should be characterized usiisgtiethodology.

This is an extensive work and it will be necesdaty of man-hours to accomplish the
desirable results. However it will contribute sigrantly to the transformation of the

automotive industry and its suitability to the neafety and security rules.

4.1. Further work
A lot of work can be done to refine the one heaetetl. There are many possibilities:
* Refine the tables and complete it with a more esttenset of faults, electronic
elements of an electronic embedded system and agedechniques (research
in different sources of information, mainly in IEE&pers);
* For the coverage techniques for fault detection emdection listed in the
table, analytical expressions should be constructed
Some of this proposed work will be continued ag paman internship which will be
held at OFFI§ in Oldenburg, Germany. This work will be mostlgrng in the area of
conception and design of an electronic car modutelehusing the information collected

during the accomplishment of the present work.

® OFFIS e.V.: Oldenburger Forschungs- und Entwiciimstitut fir Informatik-Werkzeuge und -Systeme
(Oldenburg Research and Development Instituterffariation Technology Tools and Systems)
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-- Title: simulation of a failure in the brake electronic system of a quarter car. --

-- Project

First scenario: consequences of a soft braking --

: electrical engineering graduation course conclusion project --
Document type: source code in VHDL-AMS -

Source code version: 1.0 --

Date: 10th June 2012 --

Author: Guilherme BAUMGARTEN e

Inspected: N/A --

Approved: N/A

-- Project description (block diagram) --
- s -
J— - FZ [
-- - car - mmmmme - --
- - - - s s -
-- - - -- Vx, Fx --
- - -
- - W -
- s - -
-- ux, Tb __
-- VHDL-AMS model of a quart car model: - -

LIBRARY IEEE;
LIBRARY DISCIPLINES

USE IEEE.MATH REAL.

7

ALL;

USE DISCIPLINES.KINEMATIC_SYSTEM.ALL;

USE DISCIPLINES.ROT

ATIONAL SYSTEM.ALL;

ENTITY quarter_car model IS -- Quantitative definitions of the quarter car model parameters:

GENERIC (a:REAL
:REAL
:REAL
:REAL
:REAL
:REAL
:REAL
PORT (TERMINAL
TERMINAL
QUANTITY
QUANTITY
QUANTITY
QUANTITY
QUANTITY
QUANTITY
QUANTITY
QUANTITY
QUANTITY

Q3”0

END;

:= 1.28;

1= 23.99;

:= 0.52;

:= 1.0;

:= 0.32;

:= 450.0;

:= 9.81);
wl,w2:ROTATIONAL OMEGA;
v1,v2:KINEMATIC V;

Tb: IN REAL;

Vi: IN REAL;

Wi: IN REAL;

mi_x: REAL;

lambda: REAL;

F_x: REAL;

F_z: REAL;

Speed: REAL;

Angular Velocity: REAL) ;

For a vehicle being driven on dry asphalt
-- and hence the coefficients are

-- a=1.28, b =123.99 and ¢ = 0.52

-- J: inertia [Kg * m?]

-- R: whell radius [m]

-- m: gquarter vehicle mass [kg]

-- g: gravitational force [m * s-2]

-- Declaration of block terminals.



ARCHITECTURE behavior OF quarter car model IS --
QUANTITY w across af THROUGH wl TO w2; --
QUANTITY v across 1f THROUGH vl TO v2; --

BEGIN -
break v=>Vi; --
break w=>Wi; --

mi x == a * (1.0 - ((math e)**((-1.0) * b * lambda)) - c * lambda); -- The Pacejka
J * w'dot == (R * F x) - (Tb * sign(w)); -- "Magic Formula"
m * v'dot == (-1.0) * F x; -- tire models
lambda == (v - (R * w)) / (v); o
Fx==F z * mi x; --
F z==m* g; --
Speed == v; --
Angular Velocity == w; --
break v=>0.0 when not v'above(0.0) ; -- Points of singularity

break w=>0.0 when not w'above (0.0) ; --
END ARCHITECTURE behavior; _

LIBRARY IEEE; -- Libraries declaration.
LIBRARY DISCIPLINES; _

USE IEEE.MATH REAL.ALL; -- Used packages.
USE DISCIPLINES.KINEMATIC SYSTEM.ALL; --
USE DISCIPLINES.ROTATIONAL SYSTEM.ALL; --

ENTITY car IS -
GENERIC (Tb,Vi,Wi:REAL) ; _
END; -

ARCHITECTURE behavior OF car IS --
TERMINAL w: ROTATIONAL OMEGA; - -
TERMINAL v: KINEMATIC V; - -

BEGIN --
PROCESS BEGIN -- Initial conditiomns:

Tb <= 0.0; -- Dbrake torque = 0 Nm;

Vi <= 3.0; -- speed = 3 m/s;

Wi <= 9.375; -- angular velocity = 9.375 rad/s

WAIT FOR 1000ms; -- After 1s:

Tb <= 80.0; -- Dbrake torque = 80 Nm.

WAIT; --

END PROCESS; -
Siml: ENTITY quarter_car_model (behavior) --
PORT MAP (w, rotational omega ground, v, kinematic v ground, Tb, Vi, Wi); --

-- Connections between all the blocks of the designed system

-- (as described in the beginning of this file,

-- in the "Project description (block diagram)" section).

END ARCHITECTURE behavior; -



-- Title: simulation of a failure in the brake electronic system of a quarter car. --

-- Project

Second scenario: consequences of a hard braking --
: electrical engineering graduation course conclusion project --
Document type: source code in VHDL-AMS -

Source code version: 1.0
ate: 10th June 2012

D
Autho

r: Guilherme BAUMGARTEN

Inspected: N/A

Approved: N/A

-- Project description (block diagram) --
- s -
J— - FZ [
-- - car - mmmmme - --
- - - - s s -
-- - - -- Vx, Fx --
- - -
- - W -
- s - -
-- ux, Tb __
-- VHDL-AMS model of a quart car model: - -

LIBRARY IEEE;
LIBRARY DISCIPLINES

USE IEEE.MATH REAL.

I

ALL;

USE DISCIPLINES.KINEMATIC SYSTEM.ALL;
USE DISCIPLINES.ROTATIONAL SYSTEM.ALL;

-- Used packages.

ENTITY quarter_car model IS -- Quantitative definitions of the quarter car model parameters:
For a vehicle being driven on dry asphalt

GENERIC (a:REAL
:REAL
:REAL
:REAL
:REAL
:REAL
:REAL
PORT (TERMINAL
TERMINAL
QUANTITY
QUANTITY
QUANTITY
QUANTITY
QUANTITY
QUANTITY
QUANTITY
QUANTITY
QUANTITY

™Moo

Qo

END;

:= 1.28;

23.99;

0.52;

:= 1.0;

0.32;

450.0;

:= 9.81);
wl,w2:ROTATIONAL O
v1,v2:KINEMATIC V;
Tb: IN REAL;

Vi: IN REAL;

Wi: IN REAL;

mi_x: REAL;
lambda: REAL;

F_x: REAL;

F_z: REAL;

Speed: REAL;
Angular_ Velocity:

MEGA ;

REAL) ;

a

and hence the coefficients are
= 1.28, b =23.99 and ¢ = 0.52
-- J: inertia [Kg * m?]
-- R: whell radius [m]
- m: quarter vehicle mass [kg]
gravitational force [m * s-2]

Declaration of block terminals.



ARCHITECTURE behavior OF quarter car model IS --
QUANTITY w across af THROUGH wl TO w2; --
QUANTITY v across 1f THROUGH vl TO v2; --

BEGIN -
break v=>Vi; --
break w=>Wi; --

mi x == a * (1.0 - ((math e)**((-1.0) * b * lambda)) - c * lambda); -- The Pacejka
J * w'dot == (R * F x) - (Tb * sign(w)); -- "Magic Formula" tire models
m * v'dot == (-1.0) * F_x; --
lambda == (v - (R * w)) / (v); o
Fx ==F z * mi x; --
F z==m* g; --
Speed == v; --
Angular Velocity == w; --
break v=>0.0 when not v'above(0.0) ; -- Points of singularity

break w=>0.0 when not w'above (0.0) ; --
END ARCHITECTURE behavior; _

LIBRARY IEEE; -- Libraries declaration.
LIBRARY DISCIPLINES; _

USE IEEE.MATH REAL.ALL; -- Used packages.
USE DISCIPLINES.KINEMATIC SYSTEM.ALL; --
USE DISCIPLINES.ROTATIONAL SYSTEM.ALL; --

ENTITY car IS -
GENERIC (Tb,Vi,Wi:REAL) ; __
END; -

ARCHITECTURE behavior OF car IS --
TERMINAL w: ROTATIONAL OMEGA; - -
TERMINAL v: KINEMATIC V; - -

BEGIN --
PROCESS BEGIN -- Initial conditiomns:

Tb <= 0.0; -- Dbrake torque = 0 Nm;

Vi <= 3.0; -- speed = 3 m/s;

Wi <= 9.375; -- angular velocity = 9.375 rad/s

WAIT FOR 70ms; -- After 0.07s:

Tb <= 5000.0; -- Dbrake torque = 5000 Nm.

WAIT; --

END PROCESS; -
Siml: ENTITY quarter_car_model (behavior) --
PORT MAP (w, rotational omega ground, v, kinematic v ground, Tb, Vi, Wi); --

-- Connections between all the blocks of the designed system

-- (as described in the beginning of this file,

-- in the "Project description (block diagram)" section).

END ARCHITECTURE behavior; -



